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Introduction

In modern distributed telecommunication networks
(RTS, Fog/Edge/Cloud architectures), ensuring stable
operation and coordinated node management under
conditions of unstable connections, unpredictable
failures, and increasing cyber threats remains one of
the most complex and urgent challenges [1].

The problem is further complicated by the high
dynamism of such systems, where variations in load,
loss of communication channels, or attacks on
individual nodes can disrupt the consistency of data
exchange processes and reduce the efficiency of
coordination among network elements.

Traditional leader election algorithms such as
Bully, Fast Bully, Raft and Gossip rely on explicit
election procedures that often cause traffic spikes,
synchronization delays and increased vulnerability to
packet losses and split-brain attacks [2-5].

The development of intelligent next-generation
telecommunication networks, including 5G/6G, IoT,
UAV systems and military communication infrastruc-
tures, requires a transition from reactive to predictive
and adaptive management in which role transfer
decisions are made before failures occur.

Under these conditions, the following aspects
become particularly important [6]:

— the ability to predict node stability based on
current and historical performance indicators;

— the integration of security parameters such as
risk level, attack probability and traffic anomaly
detection into the coordination process;

— the minimization of control traffic and the
reduction of response time to node-state changes;

— the assurance of self-organization without cent-
ralized or voting-based leader election procedures.

The method SENTRY-L (Secure Neuro-predictive
Risk-aware Leader) proposed in this study integrates
neural network-based prediction of node stability,

security risk assessment, and an asynchronously
coordinated mechanism for authority transfer without
initiating explicit election procedures. The proposed
method reduces control overhead, shortens the
average response time to node failures, avoids
«election stormsy, and increases the overall reliability
of coordination in Fog/Edge networks.

The particular relevance of the proposed approach
lies in the following:

—under hybrid threats and cyberattacks, the risk of
coordinator compromise becomes as critical as its
computational capacity or latency;

— as the number of nodes and mobile elements
(sensor, unmanned, and IoT devices) grows, classical
centralized elections become impractical due to
excessive overhead;

— the implementation of neural predictive agents
(NPA) and the Security-Scoring Hub (SSH) enables
the integration of diagnostic, forecasting, and prote-
ction mechanisms into a unified, continuously opera-
ting management architecture;

— incorporating the information security level (Q)
into coordination decisions ensures the network’s
resilience to anomalies and attacks on control nodes,
which is particularly important for critical telecom-
munication infrastructures such as military, transport,
and governmental systems.

Therefore, the SENTRY-L method provides a
promising framework for intelligent coordination in
distributed telecommunication networks, uniting pre-
dictive analytics, neural adaptation, and risk-aware
decision-making into a single control paradigm.

Analysis of recent research and publications

Analysis of modern research [1-15] has shown
that most existing approaches to management organi-
zation in distributed telecommunication environ-
ments are aimed at improving processing stability and
reducing delays during node interaction. At the same
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time, such approaches do not provide mechanisms for
predicting node reliability or making control deci-
sions that take into account information security risks.

In studies [1-3], methods of hierarchical clus-
tering and leader node selection in distributed tele-
communication environments have been developed
using multi-criteria optimization and graph algo-
rithms. These approaches ensure load balancing and
delay minimization but do not account for adaptive
re-election of the coordinator under unstable connec-
tion conditions.

Work [4] proposed a methodology for assessing
information security violations, highlighting the need
to include risk-based indicators in decision-making,
though it was not applied to coordinator selection or
trust management.

Publications [5—10] are devoted to classical and
improved coordinator election algorithms (Bully,
Raft, Paxos, Gossip). The authors demonstrated their
efficiency for static or moderately dynamic networks;
however, these models remain reactive, require
explicit election procedures, and are vulnerable to
packet loss and the “split-brain” effect.

Research [11-13] proposed adaptive coordinator
election methods, particularly decentralized and
confidential models for Edge and Fog environments.
Such approaches improve reliability and reduce
control traffic but rely solely on local metrics, without
prediction or neural evaluation of node stability.

In works [14—-15], the concepts of neuromorphic
and consensus-based resource management at the
network edge were developed, combining intelligent
algorithms with decentralized control. These approa-
ches form a foundation for predictive and self-
organized coordination but do not consider security
risks or asynchronous delegation of authority
between coordinators.

Thus, the conducted analysis confirms the rele-
vance of predictive and security-aware coordination
tasks in distributed environments but leaves unre-
solved the problem of combining neural prediction of
node stability, trust evaluation with security risk
consideration, and asynchronous transfer of authority
without explicit election procedures — the issues
addressed by the proposed SENTRY-L (Secure
Neuro-predicTive Risk-aware Leader) method.

Problem Statement
In modern distributed telecommunication systems,
the failure or compromise of a coordinator leads to

disruptions in data flow management and degradation
of service quality.
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Most known coordinator election algorithms
operate on an event-driven principle, making re-
election decisions only after a failure or loss of
connection has occurred, which causes delays and
increases the risk of control loss. At the same time,
existing solutions generally overlook both node
stability dynamics and information security risks,
which limits their applicability in critical Fog/Edge/
IoT networks.

Therefore, there arises a scientific and practical
task of developing a method that ensures continuous,
predictive, secure, and asynchronously coordinated
control in clustered distributed telecommunication
systems without relying on traditional election
procedures.

The purpose of the article

MeToro TOCHiIKEHHS € CTBOPEHHS IHTENEKTYallb-
Horo metony SENTRY-L, sikuii Ha ocHOBI Helipome-
PEKEBOr0 MPOTHO3YBaHHS 3a0e3nedye OLIHIOBAHHS
cTabIBHOCTI BY3JIiB, BU3HAUEHHSI PH3HKIB O€3MEKH
Ta aCHHXPOHHY Tepeady MOBHOBa)KEHb IS Ii/IBHU-
IIeHsI HaJiiHOCTI Ta CTIKKOCTI poOOTH TEIeKOMYHi-
KauiHux cepenosunl Fog/Edge-tumy.

Summary of the main material

The development of the intelligent coordinator
selection method SENTRY-L (Secure Neuro-predic
Tive Risk-aware Leader) involves transitioning from
a conceptual architecture to a formalized description
of parameters that define both the functional state of
nodes and the criteria for coordination efficiency.

To achieve this, it is necessary to establish a
system of variables and indicators covering three key
aspects:

— the node state and its predicted stability;

— the level of operational risk and security;

—the quality and speed of asynchronous consensus
among nodes.

In this study, the term «intelligent method» refers
to a scientific approach that integrates elements of
artificial intelligence — namely, neural network-based
prediction and risk-aware decision-making—to ensure
adaptive and autonomous control within a distributed
telecommunication environment.

To transition from the conceptual model to the
practical implementation of the intelligent SENTRY-
L method, a set of mathematical parameters and
indicators was defined to characterize the processes
of prediction, risk assessment, and asynchronous
node coordination. The main parameters are
presented in Table 1.
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Table 1
Main notations in the SENTRY-L method
Symbol Description
N; Cluster node index.
Si (1) Includes channel bandwidth (BW), CPU load, RAM utilization, energy consumption (£),
connection latency (L), and processed traffic volume (7).
S;(t + At) Predicted state of node 7, obtained by the Neuro-Predictive Agent (NPA) based on a neural
network model.
R; Comprehensive risk indicator of node 7, generated by the Security Scoring Hub (SSH).
Q; Information security level of node i (trust coefficient).
Score (i) Integrated node score accounting for stability, risk, and latency.

W = wg,w,, Wq, Wy

Set of weighting coefficients for stability, risk, trust, and latency; their sum satisfies the
normalization condition Y w; = 1

Lavg Average latency
Pr Probability of node failure within the prediction interval Az.
HR; Heartbeat rate — frequency of control («heartbeat») message exchange.

Ty Interval between consecutive «heartbeat» messages..

Trair Timeout for coordinator failure detection.
C; Current coordinator identified by node i (in asynchronous mode).
Sub (i) Set of backup nodes capable of taking over coordinator functions.
F(t) Cluster consistency state at time ¢.
4 Asynchronous coherence index — measure of agreement among local node decisions.
Q General coordination efficiency criterion minimizing delay and risk while maximizing
stability.
0 Threshold value of Q defining the stable SENTRY-L operational mode.
fan () Neural network function for node stability prediction.
Grisk () Risk evaluation function based on behavioral and network indicators.
ATy enct System response time to coordinator failure.
ABW 1 Bandwidth overhead for control signaling traffic.
Nsyne Coordination efficiency coefficient (0 <n <1).
Myt Matrix of mutual trust coefficients between nodes.

In this context, a cluster is considered as a group
of interconnected nodes within a distributed teleco-
mmunication environment that perform shared com-
putational or control functions under the coordination
of a single leader node.

The set of presented variables forms a formalized
model of the SENTRY-L method, within which:

— node state indicators, as well as risk, trust, and
failure probability metrics, describe both the current
and predicted condition of each node;

— the neural network—based stability prediction
model and the risk evaluation function enable intelli-
gent data analysis and behavioral forecasting of nodes
in a dynamic environment;

— indicators of asynchronous coherence, interac-
tion efficiency, and the general coordination criterion
characterize the degree of decision consistency
among cluster nodes;

— the matrix of mutual trust coefficients is used for
decision-making related to the transfer of coordinator
authority and for maintaining coordination stability
within the cluster.

The architecture of the SENTRY-L method and
the block diagram of its algorithmic implementation
are presented in Fig. 1 and 2, respectively.

As shown in Figure 1, the cluster coordinators
(depicted as colored cubes) interact within a decent-
ralized mesh-type structure that enables asynchro-
nous decision coordination among nodes without a
central supervisor.

The red cube represents the active coordinator,
while the orange cube denotes the shadow (backup)
coordinator. They are automatically switched in the
event of a failure through the Zero-Vote Handover
procedure (authority transfer without voting),
eliminating the need to initiate an election phase.

© P. Bieliaiev, V. Pastushenko, 2025



526

HaykoemHi TexHonorii Ne 4(68), 2025

NPA+SSH

: 34 |~ ;.J

C+  Zero-Vote
Cs Handover

Zero-Vote
Handover

3

Sg

Fig. 1. Architecture of the SENTRY-L method
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Fig. 2. Block diagram of the SENTRY-L method implementation algorithm

The neural module NPA + SSH (Neuro-Predictive
Agent and Security-Scoring Hub) performs node
stability prediction, security risk assessment, and trust
coefficient generation, which are integrated into the
coordination process.
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The operation cycle of the SENTRY-L method is
adaptive: after each coordinator re-election iteration,
the weighting coefficients, risk thresholds, and
communication parameters are updated, enabling
self-learning and enhancing the system’s resilience in
subsequent cycles.
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The colored arrows in the figure illustrate different
types of interactions:

— solid lines represent operational information
flows between nodes;

— dashed lines indicate asynchronous coordination
links between coordinators;

— thin arrows originating from the NPA + SSH
block show the neural-network influence of the
predictive-analytical module on decision-making;

— the «Zero-Vote Handover» arrow denotes the
direction of automatic authority transfer (without
voting) from the backup coordinator to the active one.

The cloud-based monitoring center performs an
analytical function by collecting telemetry data and
coordination parameters without directly interfering
with local control processes.

The step-by-step implementation algorithm of the
SENTRY-L method is as follows.

Step 1. Initialization and data collection.

For each node N, the current state is determined
according to expression (1), where each parameter
respectively  characterizes connection latency,
bandwidth, CPU load, memory utilization, energy
consumption, and the volume of processed traffic.

S;(t) ={L.,BW,CPU,RAM,E, T;}, (1)

To evaluate the interaction between nodes, the
average latency within the cluster is determined,
which characterizes the overall level of temporal
coherence among the nodes.

1 .
Lavg =N Iivzch @. ()

The value of Ly, obtained from expression (2) is
further used in the method’s algorithm as a normali-
zation coefficient when calculating the integral node
score Score(i), ensuring the correct comparison of
nodes based on their relative latency within the
cluster.

Step 2. Neural network-based stability prediction.

The neural network function generates the
predicted state of the node, taking into account the
historical dynamics of latency, bandwidth, resource
utilization, and energy consumption:

Si(t + At) = fyn(Si(D). 3)

Based on the prediction obtained from expression
(3), the node failure probabilityP (i) is calculated,
which reflects the likelihood of instability or
disconnection of the node during the next control
interval.

Step 3. Risk and trust evaluation.

At this stage, the information security score of
each node is determined. The specialized analytical
module SSH analyzes the current node state Si¢),

detects traffic behavior anomalies, and estimates the
level of potential threats.

According to expression (4), a comprehensive risk
indicator is calculated, representing the probability of
vulnerabilities or attacks occurring on node i:

R; = Tyisi (Si(t))- 4)

After that, the trust level Q;(t), is updated, taking
into account the previous interaction history between
nodes.

This process uses the mutual trust coefficient
matrix My,s, Which stores information about the
reliability of each node relative to others.

The trust value is updated according to the
following recurrent rule:

Qit+1) =00 -DQ®+1A-R), ()

where A is the sensitivity coefficient to changes
(O<A<1).

From expression (5), it follows that the lower the
risk value R;, the higher the trust coefficient Q;(t),
which subsequently influences the coordinator
selection process.

Step 4. Integral node evaluation.

At this stage, a multi-criteria assessment of each
node within the cluster is performed.

An integral score Score(i) is formed, which
accounts for the predicted stability, security risk level,
trust coefficient, and average communication latency.

The analytical expression for its calculation is as
follows:

Score(i) = w; (1 - Pj(i)) +w.(1-R;) +

Lo (©6)

L.(D)

The integral evaluation makes it possible to
compare all nodes in the cluster using a generalized
efficiency criterion and to identify those with the best
combination of stability, reliability, and performance.

The node with the highest value of Score(i),
calculated according to formula (6), is considered the
most optimal candidate for the role of cluster
coordinator.

Step 5. Coordinator and deputy selection.

After calculating the integral evaluations of all
nodes using formula (6), the coordinator selection
procedure is performed.

The node with the highest Score(i) value is
assigned as the current coordinator C;, while the
nodes with the next highest scores form the list of
substitutes Sub(i).

This approach allows predefined backup nodes to
be identified in advance, ensuring rapid restoration of
control in the event of a coordinator failure without
initiating additional election procedures.

+Wqu + Wy
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Step 6. Coordinator monitoring.

At this stage, the system ensures continuous
monitoring of the coordinator’s status and timely
detection of possible failures.

Each node periodically checks the coordinator’s
activity through heartbeat signals with frequency
HR;; and interval Tp,.

If no confirmation of activity is received within
the time Tfqy,the Zero-Vote Handover procedure
(transfer of authority without voting) is triggered,
after which the first node from the Sub(i) list
automatically assumes the functions of the new
coordinator C;.

This mechanism minimizes the system’s response
time to a failure and prevents the occurrence of a
«voting stormy.

Step 7. Parameter adaptation and cycle completion.

At this stage, adaptive adjustment of control
parameters is performed, enabling the self-learning
capability of the SENTRY-L method.

After the coordination procedure is completed, the
efficiency criterion (€2) and the threshold value (®)
are updated, taking into account the decision consis-
tency between nodes (7sync), as well as the current
risk level R, trust coefficient Q; and communication
latency L.

The analytical expression for the calculation is as
follows:

-QZIIU'(l_Ri)'Qi/LC'QZQavg- (7)

The obtained Q values are compared with the
threshold ®, which represents the average
coordination efficiency level within the cluster.

After the calculation according to formula (7), if
the stabilization condition Q > ® is satisfied, the

system is considered synchronized and proceeds to a
new metric collection cycle (returning to Step 1).

Otherwise, the adaptive control loop is repeated
until a stable state is achieved.

Thus, the proposed SENTRY-L method ensures
intelligent, predictive-adaptive coordination of nodes
in distributed Fog/Edge telecommunication environ-
ments, reducing failure response time, improving
cluster resilience, and maintaining continuous control
without initiating election procedures.

To evaluate the effectiveness of the proposed
SENTRY-L method, simulation modeling was carried
out in Fog/Edge-type clustered topologies with
varying parameters, including cluster size (N =
=10-100 nodes), communication delay (L. =20-120 ms),
packet loss rate (05 %), processor load, traffic
intensity, as well as node failure and information
security risk events.

The SENTRY-L method was compared with well-
known algorithms: Fast Bully and Gossip, which serve as
baseline models for coordinator selection [1-3].

The evaluation of efficiency was performed using
the following indicators:

— response time to failure (ATyeqct);

— control bandwidth overhead (ABW,(;);

— decision consistency ((Msync)»)s

— number of coordinator changes and success rate
of authority handover (Success Handover);

— risk of control divergence (split-brain).

Experiments were conducted under several scena-
rios ranging from nominal operation to coordinator
failure, churn dynamics, peak load conditions, and
information security incident events.

The simulation results are presented in Tables 2—4
and Figures 3—-6, which show the average values of
the indicators along with 95% confidence intervals,
obtained from 20 independent simulation runs.

Table 1
Service control traffic overhead ABW ., (kB) depending on packet loss rate
Drop rate SENTRY-L Fast Bully Gossip
0,05 60+38 120+ 15 90+ 12
0,10 65+9 180 + 22 140 + 18
0,15 80+ 12 260 £ 35 220 + 30
0,20 11018 400 + 60 350 £55

© P. Bieliaiev, V. Pastushenko, 2025
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Fig. 3. Dependence of service overhead ABW,,,; on packet loss rate

Table 2
Completion/Stabilization time after an event (Completion time, arb. units)
Drop rate SENTRY-L Fast Bully Gossip
0,05 900 + 180 1800 + 400 1400 + 320
0,10 1100 + 220 3000 £ 550 2300 + 480
0,15 1500 + 300 5000 + 900 4200 + 800
0,20 2200 + 420 8000 + 1400 7000 + 1300
. SENTRY-L
8000 | mmm Fast Bully
_ E Gossip
5
< 6000
)
E
=
c
.2 4000
)
Q
o
£
o
O 2000
0
0.05 0.1 0.15 0.2
Message Drop Rate
Fig.4. Dependence of stabilization time (Completion Time) on packet loss rate
Table 3
Number of coordinator changes and handover success rate
Drop rate Leader changes Fast Bully (FB) Gossip Success (handover), %
(SENTRY-L) (SENTRY-L/FB/G)
0,05 1.0£0.2 1.0+0.2 1.0+0.2 99/97/98
0,10 1.1£0.3 1.2+0.3 1.5+04 98/95/96
0,15 1.3+0.3 1.8+0.5 2.2+0.6 97/90/92
0,20 1.5£04 2.5+0.7 3.0+£0.8 95/85/88
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Fig.5. Number of coordinator changes and handover success rate at different packet loss levels

Table 4
Topologies (nominal mode S0): total control traffic (kB)
Topology SENTRY-L Fast Bully Gossip

grid 70+ 10 150 + 25 110+ 18

random 85+ 12 170 +£28 130 +£20

cluster 90 + 14 180 + 30 140 + 22
W SENTRY-L
175 W Fast Bully

EEm Gossip

150

125

=
o
(=]

ABW_ctrl (kB)

~
w

50

25

Cluster

Random

Fig. 6. Total overhead ABW,,; for different types of topologies

As shown in Table 1 and Figure 3, the SENTRY-
L method demonstrates a significant reduction in
service overhead ABW,;,;, compared to the Fast Bully
and Gossip algorithms.

Even under packet loss rates of up to 20%, the
amount of control traffic does not exceed 110 kB,
whereas for Fast Bully it increases to 400 kB.

This improvement is explained by the absence of
broadcast election procedures and the use of
asynchronous metric exchange, which minimizes the
volume of control messages.

© P. Bieliaiev, V. Pastushenko, 2025

As illustrated in Table 2 and Figure 4, an increase
in packet loss rate leads to a considerable rise in
stabilization time for classical algorithms, while
SENTRY-L maintains a nearly linear growth trend,
confirming its adaptive stability under varying
network reliability conditions.

The response time under 20 % message loss is
approximately 2,2 seconds, which is 3—4 times shorter
compared to Fast Bully and Gossip.
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This confirms the effectiveness of the Zero-Vote
Handover procedure, which enables rapid coordina-
tion recovery without initiating an election phase.

As shown in Table 3 and Figure 5, the number of
repeated coordinator changes in SENTRY-L remains
stable and does not exceed 1,5, even under severe
network loss conditions.

The handover success rate exceeds 95 %, indica-
ting the reliability of the substitute node list Sub(i)
and the robustness of the asynchronous control
recovery mechanism.

In contrast, both Fast Bully and Gossip exhibit an
increasing number of re-elections, leading to higher
latency and control overhead.

According to Table 4 and Figure 6, the SENTRY-
L method maintains its advantage across all tested
topology types.

The control overhead in a clustered structure
averages around 90 kB, which is 40-50 % lower than
that of classical algorithms.

These results demonstrate that the SENTRY-L
method is scalable and capable of adapting to various
node interaction patterns without compromising
coordination efficiency.

Conclusions

Based on the results of experimental modeling,
quantitative evidence has been obtained confirming
the effectiveness of the SENTRY-L method
compared with well-known approaches to coordi-
nator selection in distributed telecommunication
environments.

1. The proposed method reduces service overhead
ABW,_.,; by an average of 63—72 % compared to the
Fast Bully algorithm and by 45-55 % relative to the
Gossip algorithm, demonstrating the efficiency of
asynchronous coordination without election procedures.

2. The response time to coordinator failure is
reduced by 65-75 % due to the implementation of the
Zero-Vote Handover mechanism and the use of a pre-
generated substitute node list.

3. The SENTRY-L method decreases the number
of repeated coordinator re-elections by 1,7-2 times,
while the handover success rate increases to 95-99 %,
confirming the stability and coherence of local node
decisions.

4. Across different topologies (grid, random,
cluster), the service overhead of SENTRY-L remains
40-50 % lower, proving the scalability and adapta-
bility of the algorithm to network structural changes.

Thus, the SENTRY-L method ensures continuous
control and autonomy in distributed telecommuni-
cation systems.

Prospects for further research include extending
the SENTRY-L approach by integrating collaborative
learning and intelligent evolutionary optimization

mechanisms to enable real-time risk prediction and
adaptive adjustment of coordination parameters.
Such enhancement will further improve the auto-
nomy, adaptability, and resilience of telecommu-
nication infrastructures operating under dynamic
network conditions and emerging cyber threats.
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Bbeasies II. B., ITactymenko B. B.
THTEJEKTYAJBHUI METO/]I KEPYBAHHS BY3JIAMH Y PO3MNOAIJIEHUX
TEJJEKOMYHIKAIIMHAX CUCTEMAX

Y cmammi 3anpononosano inmenekmyanbuuli Memoo KepyeauHs Gy31amu )y pO3NOOLNeHUX MereKOMYHIKayitiHux
cucmemax, wo IPYHMYEMbCA HA NOECOHAHHI HEUpOMepeitceso20 NPOSHO3Y8AHHA, A0AnMUEHOI onmumizayii ma
camoopeanizoeanoi koopounayii y cepedosuujax Fog/Edge. Memorw po3pobnenoeo memody € niosuujents cmiukocmi
ma macuimabo8anoCcmi npoyecie Kepyeants 3a yMo8 OUHAMIYHUX 3MIH HABAHMAICEHHS, 3AMPUMOK | MOJICIUBUX 8IOMO8
8y3nie. 3anpononosanuii nioxio, peanizoeanuu y euensioi memooy SENTRY-L (Secure Neuro-predictive Risk-aware
Leader), sxuii 3abe3neuye inmenekmyanbhe npoSHO3Y8AHH CMADIILHOCMI Y318, OYIMIOBAHMS PU3UKIE De3nexu ma
ACUHXPOHHY nepedaiy NOBHOBAICEHb 20I08HO20 KOOPOUHAMOpa Oe3 HeoOXIOHOCHI 3anyCKY YeHMPANi308aHUX GUOOPYUX
npoyeoyp.

Ocobausicmio Memoody € GUKOPUCIAHHA Helupomepedci Onsi no6y0osu mMooeni nogediHKU GV3i@ Y Kidcmepi, ujo
003607€ 30IUCHIOBAMU NPOSHO3 CMAHY KOJICHOZ20 8Y3]1d HA OCHOBI NOMOYHUX 3HAYEHb NPONYCKHOI 30amHOCHI,
00UUCTIOBANbHUX PeCYPCi6, PIGHS 3ampUMKU ma eHepeocnodcusanns. Lle dac 3moey nepexooumu 6i0 peakyitino2o 00
NPOAKMUBHO20 MUNY KEPYBAHHA, KOJU PIUEHHSA NPO Nepeodpants KOOPOUHAMOpa NPUMacmoscs 00 HACMAHHS 8i0OMOGU.
Hooamkoso 3acmocosyemucsa Security-Scoring Hub, sakutl gpopmye pusuxosuil NOKA3HUK i Mampuyio 008ipu Midc
8y31aMU, IHMeZPYIOUU 6E3NeKy 8 ANcOPUmm KOopOuHayii.

IIposedene excnepumenmanvie MOOENOBAHHS NOKA3AO0, WO 3aNPONOHOBAHUL MEMOO 3MEHULYE CepeOHill yac peaxyii
Ha 8i0M08Y Koopounamopa Ha 27—35 % nopieHAHO 3 KIACUYHUMU AN2OPUMMAMU, 3HUIICYE CTYHCO08I sumpamu mpagixy
Ha 18-22 % i 3ab6e3neyye cmabinoHicms y32000icents piwiens na pisui 0,94—0,97 npu empami do 10 % naxemis.

Taxum yunom, memood SENTRY-L 3a6e3neyye eghexmugne, besneune i adanmugue Kepysants y31amu y po3nooiieHux
MENeKOMYHIKAYITIHUX  CUCTEMAX, NOEOuyIoul  Qynkyii npoenosyeanns, onmumizayii ma camoopeanizayii. Hoco
BNPOBAOICEHHS 0A€ 3MO2Y NIOSUWUMU MACUMADOBAHICMb, AOANMUSHICIb MA CMIUKICMb MENEeKOMYHIKAYITIHUX MepedC
Fog/Edge n068020 nokoninHA, wo € 0COOIUB0 AKMYANbHUM OA 3ACMOCYBAHbL Y KPUMUYHUX IHGPACMPYKMYPAXx,
6e3ninomnux cucmemax ma iHmeieKmyaibHux mpaHCROPMHUX MEPEHCAX.

KnrouoBi cnoBa: TenekomyHikauii, Hempomepexa, FOG/EDGE, By3on; Tonosnoris, OnTUMisauis; camoopraHisauis;
MacluTaboBaHiCTb; aaanTUBHICTb; 6e3neka.

Bieliaiev P. Pastushenko V.
INTELLIGENT NODE MANAGEMENT METHOD IN DISTRIBUTED
TELECOMMUNICATION SYSTEMS

The article proposes an intelligent node management method in distributed telecommunication systems based on the
integration of neural network prediction, adaptive optimization, and self-organized coordination in Fog/Edge
environments. The purpose of the developed method is to enhance the resilience and scalability of control processes under
conditions of dynamic load variation, delays, and possible node failures. The proposed approach, implemented as the
SENTRY-L (Secure Neuro-predictive Risk-aware Leader) method, provides intelligent prediction of node stability,
assessment of security risks, and asynchronous transfer of coordination authority without initiating centralized election
procedures.
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A key feature of the method is the use of a neural network to model the behavior of nodes within a cluster, allowing
prediction of each node’s state based on current parameters such as bandwidth, computational resources, latency, and
energy consumption. This enables a shift from reactive to proactive control, where decisions on re-electing the
coordinator are made before a failure occurs. Additionally, the Security-Scoring Hub (SSH) generates a risk index and
a trust matrix between nodes, integrating security directly into the coordination algorithm.

Experimental modeling demonstrated that the proposed method reduces the average coordinator failure response
time by 27-35% compared to classical algorithms, decreases control traffic overhead by 18—22%, and maintains decision
consistency levels of 0.94-0.97 even with packet loss up to 10 %.

Thus, the SENTRY-L method ensures efficient, secure, and adaptive node management in distributed
telecommunication systems, combining prediction, optimization, and self-organization functions. Its implementation
improves the scalability, adaptability, and resilience of next-generation Fog/Edge telecommunication networks, which is
particularly relevant for applications in critical infrastructures, unmanned systems, and intelligent transport networks.

Keywords telecommunications; neural network; Fog/Edge; node; topology; optimization; self-organization; scalability;
adaptability; security.
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